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***** Extensive studies and research have been conducted on insider threats, the possible causes, predictive models and best practices for
prevention, early detection, and mitigation of the threats of insider attacks to a wide range of critical infrastructure, government agencies, and the
private sector. Current research shows a great deal of attention directed at the cyber threats toward organizations. In contrast, relatively little
research has been conducted on the insider threat with regard to financial fraud and embezzlement to organizations. Left undetected, insiders can
cause irreparable and devastating consequences to private and public sector organizations, which compromise the integrity of the overall financial
system. Recent criminal cases have revealed a disturbing trend linking many of the trusted insiders convicted of conducting fraud or embezzlement
within the victim organizations to an addiction to gambling or prescription drugs. Also alarming is the frequency of trusted insiders conducting
fraud within government agencies to support their addiction. This paper studies research on insider threats, and suggests that addiction is a
contributing factor to the motives of the insiders criminal behaviors. Research also suggests that accurate reporting by law enforcement agencies is
not occurring in police reports on motives or causes of the reasons insiders are committing their crimes.
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